The Double-Edged Sword: A Framework for
Analyzing and Forecasting Capability
Spillovers from Al Safety Research

Summary

This proposal outlines a metaresearch project to investigate a critical, paradoxical dynamic within the Al
ecosystem: the tendency for Al safety research to produce "spillover" effects that inadvertently accelerate
general Al capabilities. While the goal of safety research is to mitigate risks, certain breakthroughs can be
repurposed to enhance model performance, potentially exacerbating the very problems they were meant to
solve. This project will develop a formal framework to assess this "capability spillover potential" (CSP),
conduct a rigorous analysis of historical cases like Reinforcement Learning from Human Feedback
(RLHF), and provide a forward-looking risk assessment of current and future safety research agendas.
The ultimate goal is to equip funders, policymakers, and researchers with the tools to strategically
prioritize and invest in research that differentially advances safety over capabilities, ensuring that efforts
to secure Al do not unintentionally hasten the arrival of unmanageable risks.

Introduction

The Al safety field is predicated on the need to manage the risks of increasingly powerful Al systems.
However, it operates within a fiercely competitive environment where investment in capabilities far
outstrips investment in safety. In this landscape, any technical innovation that can confer a performance
advantage is rapidly identified and integrated into capability-scaling efforts. This creates a persistent and
dangerous feedback loop: research intended to make Al safer can provide the very insights needed to
make it more powerful, potentially neutralizing the safety gains.

This is not a theoretical concern. The most prominent example is Reinforcement Learning from Human
Feedback (RLHF). Pioneered by researchers at OpenAl and Google DeepMind as a method to align
models with human preferences—making them more helpful, honest, and harmless—RLHF became the
key technological driver behind the commercial success and impressive performance of models like
ChatGPT. A technique born from safety research became the engine of a massive capabilities leap across
the entire industry.

Other research areas present a more subtle but equally relevant dual-use dilemma. Mechanistic
interpretability, the "neuroscience for AL" aims to reverse-engineer models to understand their internal



workings, which is crucial for detecting deception or verifying alignment. However, a deeper
understanding of a model's internal circuits could also be used to optimize its architecture, improve its
efficiency, or enhance its reasoning capabilities, directly contributing to performance

The core problem is that the Al safety community lacks a systematic method for evaluating this risk.
Decisions about which research directions to pursue are often made without a formal analysis of their
potential to be co-opted for capability advancement. This project will address this gap by creating a
structured framework to make this risk legible, quantifiable, and a central consideration in Al safety
strategy.

Research Questions

e RQI1: How can we develop a robust, quantitative framework to measure the '"Capability

Spillover Potential" (CSP) of a given Al safety research direction?

o  What are the key dimensions that determine whether a safety technique is likely to accelerate
capabilities? (e.g., generality, directness of application, commercial incentives).

o Can we create a scoring rubric or index to provide a standardized measure of CSP for different
research areas?

e RQ2: What is the historical CSP of major Al safety research paradigms, and how did these
spillovers manifest?

o Applying the framework retrospectively, what was the CSP of RLHF before its widespread
adoption?

o  What is the current CSP of established fields like mechanistic interpretability and adversarial
robustness? How are insights from these fields being used in capabilities research versus safety
research?

e RQ3: What is the forecasted CSP for emerging and future AI safety research, and what
strategic recommendations can be derived?

o What is the likely CSP of promising but nascent research areas like scalable oversight (e.g.,
debate, recursive reward modeling), Al control (e.g., corrigibility), and "safety by design" (e.g.,
formal methods)? °

o How can funders, labs, and independent researchers use CSP assessments to differentially
accelerate safety and avoid funding research that is likely to be net-harmful by advancing
capabilities more than safety?

Proposed Methodology

This project will use a three-phase, mixed-methods approach, combining qualitative framework
development, quantitative analysis of research trends, and expert elicitation.



Phase 1: Development of the Capability Spillover Potential (CSP) Framework

We will develop a multi-dimensional analytical framework for assessing the CSP of a research direction.
This will be based on a literature review of Al safety and capabilities research and refined through expert
interviews. The core dimensions of the framework will include:

1.

Directness of application: How easily can an insight or technique be applied to improve
performance on standard capability benchmarks (e.g., MMLU, HumanEval)? (Scale:
I=Indirect/Conceptual, 5=Direct/Plug-and-Play).

Generality vs. specificity: Does the research yield a narrow solution for a specific safety problem
or a general principle about model behavior/architecture? General principles have higher spillover
potential. (Scale: 1=Highly Specific, 5=Highly General).

Resource asymmetry: Does the research require access to frontier models and massive compute, or
can it be done by smaller, independent teams? Research requiring frontier access is more likely to be
absorbed by capability-focused labs. (Scale: 1=Low Resource, 5=Frontier Scale).

Defensive vs. offensive analogy: Is the research akin to building a better lock (defensive) or
understanding the principles of lock-picking to build better locks (inherently dual-use)?
(Categorical: Defensive, Dual-Use, Capabilities-Indistinguishable).

Commercializability: How strong is the immediate commercial incentive to use this research to
improve a product, independent of its safety benefits? (Scale: 1=No Obvious Commercial Use,
5=Direct Product Application).

Phase 2: Retrospective Case Study Analysis
We will apply the CSP framework to key historical and current research areas.

1.

RLHF case study: We will trace the publication and citation history of foundational RLHF papers.
We will map the transition from safety-centric framing to its widespread adoption in flagship
commercial products. The CSP score will be calculated retrospectively.

Mechanistic interpretability case study: We will perform a citation analysis on influential
interpretability papers. We will classify citing papers based on whether they use the techniques for
safety assurance (e.g., detecting unwanted behavior) or for capability-related goals (e.g., model
editing for performance, understanding circuits to build better ones).

Adversarial robustness case study: We will analyze the dual-use nature of robustness research by
examining its application in both safety-critical systems and general performance enhancement
under noisy conditions.

Phase 3: Forecasting and Strategic Recommendations
We will use the validated CSP framework to produce a forward-looking analysis.

1.

Scoring of emerging research areas: We will score a portfolio of promising safety research
directions, including:

o Scalable oversight: (e.g., Constitutional Al, Debate)

o Al control: (e.g., formal corrigibility, shutdown mechanisms)

o0 Red teaming & evals: (e.g., automated vulnerability discovery)

o Safety by design: (e.g., provably safe architectures)

Expert elicitation: We will survey a panel of leading Al safety and capabilities researchers, asking
them to score these research areas using our framework and provide qualitative justifications. This
will help calibrate our own assessments and capture expert intuition.



3. Development of recommendations: Based on the analysis, we will generate a "Spillover
Risk-Reward Matrix" and formulate concrete recommendations for funders and research
organizations on how to construct a research portfolio that maximizes progress on safety while
minimizing capability externalities.

Expected Contributions

1. A novel gnalytical rramework: The first public, structured framework for assessing the capability
spillover risk of Al safety research.

2. Evidence-based historical qnalysis: A rigorous, data-supported analysis of how safety research has
historically fueled capabilities, moving the discussion from anecdote to evidence.

3. A forward-looking risk map: A forecast of the spillover potential of key contemporary safety
research areas, serving as an early warning system for the community.

4. Actionable strategic guidance: Concrete recommendations for funders, labs, and policymakers to
help them make more informed decisions and foster a research ecosystem that prioritizes differential
progress in safety.

Project Scope

e Most Ambitious Version:
o Conduct a full-scale bibliometric analysis tracking citation networks from safety papers to
capabilities papers.
o Build an interactive dashboard for the community to explore the CSP of different research
topics.
o Conduct in-depth interviews with research leads at all major frontier labs.
o Extend the analysis to Al governance and policy research.
e Least Ambitious Version:
o Develop the CSP framework conceptually.
o Conduct a qualitative analysis of two key case studies: RLHF and mechanistic interpretability.
o Produce a single academic paper outlining the framework and preliminary findings.
e Minimum Valuable Outcome: A well-articulated paper that defines the problem of capability
spillover, proposes the CSP framework, and uses the RLHF case study as a proof-of-concept. This
would introduce a critical concept and vocabulary into the Al safety strategy discourse.

Output



e Research publication: A peer-reviewed paper detailing the CSP framework, case study analyses,
and forecasts.
e Policy brief: A concise brief for funders and policymakers summarizing the findings and providing
clear, actionable recommendations for portfolio management.
e Open-source toolkit: A public repository containing the CSP framework rubric, a checklist for
self-assessment by researchers, and the data from our case studies.
Theory of Change

The current Al ecosystem incentivizes the rapid absorption of any performance-enhancing technique,
regardless of its origin. This creates a systemic pressure that undermines the goal of safety research. By
making the risk of "capability spillover" explicit, measurable, and salient, this project will:

1.

Inform funder strategy: Provide philanthropic and government funders with a tool to evaluate
grant proposals not just on their safety potential, but also on their potential to be counterproductively
co-opted. This allows for more strategic allocation of scarce safety funding.’

Guide research direction: Encourage researchers to consider the spillover potential of their work
and to prioritize projects that are "robustly safe" not just in their technical application, but also in
their strategic implications.

Promote a Healthier Research Ecosystem: Foster a norm within the Al safety community of
explicitly discussing and analyzing the dual-use nature of research, leading to more careful project
selection and responsible communication of results.

Ultimately, this project aims to help the safety community steer the trajectory of Al development by
being more strategic about which technologies it chooses to accelerate.

Risks and Downsides (Externalities)

Capability enhancement risk: The framework itself, by detailing the pathways from safety
research to capability enhancement, could serve as a "roadmap" for actors looking to exploit safety
research for performance gains.

Chilling effect on research: The fear of a high CSP score could discourage researchers from
pursuing valuable and necessary but inherently dual-use research areas, such as interpretability. This
could stifle important safety progress.

False sense of security/danger: An inaccurate assessment could lead to a false sense of security
about a high-risk research area or, conversely, cause the community to abandon a promising low-risk
area.

Politicization of funding: The framework could be used as a political tool to justify defunding
certain research groups or agendas based on their perceived CSP score, rather than on their scientific
merit.



Mitigation Strategies

1. We will be cautious in publishing detailed "how-to" guides on repurposing safety research. The

public output will focus on the high-level framework and risk ratings, while more sensitive analysis

will be shared with a trusted network of safety organizations.

2. The project's outputs will emphasize that CSP is one of many factors in research evaluation. The
goal is not to create a "banned list" of research topics but to encourage a balanced portfolio and
awareness of the risks.

3. We will clearly communicate that the CSP score is an estimate, not a certainty, and that high-CSP
research can still be valuable if its safety benefits are sufficiently large.

4. The framework and our analysis will be developed and published openly to allow for community
feedback and critique, reducing the risk of hidden biases.

Net Risk Assessment

The primary risk is that the analysis could inadvertently provide a roadmap for accelerating capabilities or

create a chilling effect on valuable research. However, the status quo is one where these spillover effects

are already happening, but in an ad-hoc and un-analyzed way. The risk of continuing to "fly blind" seems

greater. This project makes the problem explicit and provides a tool for strategic navigation. By enabling

a more conscious and deliberate approach to managing the dual-use nature of Al research, the potential
benefits of steering the field toward a safer trajectory outweigh the manageable risks of the analysis itself.

Team

e Team Size: 4-8 core members.

e Roles:

1. Project Lead: Oversees the project, develops the conceptual framework, conducts expert
interviews, and leads the writing of the final reports.

2. ML Metaresearcher: Has a deep technical understanding of both safety and capabilities
research; leads the case study analysis and technical scoring of research areas.

3. Data Scientist/Bibliometrician: Manages the collection and analysis of publication and
citation data to track the flow of ideas from safety to capabilities literature.

4. Al Policy Analyst: Analyzes the institutional and economic incentives for spillover and

translates the findings into actionable recommendations for funders and governance bodies.



Skill Requirements

Core: Deep familiarity with the Al safety and ML research landscape, Python, data analysis and
visualization, qualitative research skills (interviews).

Desirable: Experience with bibliometrics/scientometrics, network analysis, science & technology
studies (STS), and Al policy.

Related work

1.

10.

I1.
12.

What 1S Al safety?, accessed October 7, 2025,
https://aisafety.info/questions/8486/What-is-Al-safety

Al safety - Wikipedia, accessed October 7, 2025, https://en.wikipedia.org/wiki/Al_safety
Where we are on for-profit Al safety | Apart Research, accessed October 7, 2025,
https://apartresearch.com/news/where-we-are-on-for-profit-ai-safety

Al safety and securlty need more funders | Open Phllanthropy, accessed October 7, 2025,

Al Compames Safety Research Leaves Important Gaps. Governments and Philanthropists
Should Fill Them., accessed October 7, 2025,
https://www.aipolicybulletin.org/articles/ai-companies-safety-research-leaves-important-ga
ps

Recommendations for Technical Al Safety Research Directions, accessed October 7, 2025,
https://alignment.anthropic.com/2025/recommended-directions/

Mapping Technical Safety Research at Al Companies — Institute for ..., accessed October
7, 2025, https://www.iaps.ai/research/mapping-technical-safety-research-at-ai-companies
Exploring Clusters of Research in Three Areas of Al Safety | CSET, accessed October 7,
2025,
https://cset.georgetown.edu/wp-content/uploads/Exploring-Clusters-of-Research-in-Three-
Areas-of-Al-Safety.pdf

Core Views on Al Safety: When, Why, What, and How \ Anthropic, accessed October 7,
2025, https://www.anthropic.com/news/core-views-on-ai-safety

Al safety technical research - Career review - 80000 Hours, accessed October 7, 2025,
https://80000hours.org/career-reviews/ai-safety-researcher/

Research Projects | CAIS, accessed October 7, 2025, https://safe.ai/work/research
Kendiukhov - Novel Al Control Classes Evaluation and Scalability.pdf



https://aisafety.info/questions/8486/What-is-AI-safety
https://en.wikipedia.org/wiki/AI_safety
https://apartresearch.com/news/where-we-are-on-for-profit-ai-safety
https://www.openphilanthropy.org/research/ai-safety-and-security-need-more-funders/
https://www.aipolicybulletin.org/articles/ai-companies-safety-research-leaves-important-gaps
https://www.aipolicybulletin.org/articles/ai-companies-safety-research-leaves-important-gaps
https://alignment.anthropic.com/2025/recommended-directions/
https://www.iaps.ai/research/mapping-technical-safety-research-at-ai-companies
https://cset.georgetown.edu/wp-content/uploads/Exploring-Clusters-of-Research-in-Three-Areas-of-AI-Safety.pdf
https://cset.georgetown.edu/wp-content/uploads/Exploring-Clusters-of-Research-in-Three-Areas-of-AI-Safety.pdf
https://www.anthropic.com/news/core-views-on-ai-safety
https://80000hours.org/career-reviews/ai-safety-researcher/
https://safe.ai/work/research

	The Double-Edged Sword: A Framework for Analyzing and Forecasting Capability Spillovers from AI Safety Research 
	Summary 
	Introduction 
	Research Questions 
	Proposed Methodology 
	Expected Contributions 
	Project Scope 
	Output 
	Theory of Change 
	Risks and Downsides (Externalities) 
	Mitigation Strategies 
	Net Risk Assessment 
	Team 
	Skill Requirements 
	Related work 


